NuadbopManmnoHHaA IaAaMATKA A O0yUAIOIIIXCS /IS
pa3MenieHusA Ha opUIUATBHBIX HHTEPHET-pecypcax

C KaXXZIbIM rOIOM MOJIOJZIEIKH B HNHTEPHETE CTAHOBUTCA 6OJIBIJ_I6, a MIKOJIBHUKW OAHU U3
CaMbIX aKTUBHBIX I10JIb30BaTe el PYHeTa. Memy TEM, IOMHNMO OI'POMHOTI'O KOJIMYECTBa
BOBMO}KHOCTGI‘/JI, HHTEPHET HECET U HpO6J’IeMbI. dTa mamsaTKa AO0JI2)KHA IIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KoMnbroTepHbIE€ BUPYCHI

KommbioTepHBII BUpPYyC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPDHBIX IIPOTPaMM,
OTJINYUTETLHON OCOOEHHOCTHIO KOTOPOU SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHUI0. B
JIOIIOJTHEHUEe K 3TOMY, BUPYChl MOTYT IOBPEJUTh WU IIOJHOCTHIO YHUYTOXKUTH BCe
daiiyibel M maHHBIE, MOAKOHTPOJIBHBIE II0JIB30BATEN0, OT HWMEHU KOTOPOro ObLia
3amyllleHa 3apakeHHasd IPOorpaMmMa, a TakKe MOBPeJUTh WM JlaXKe YHUUYTOXKUTb
ONEpalOHHYI0 CHUCTeMYy cO BceMH aillaMu B 1ejJioM. B OOJIBIIMHCTBE CIy4aeB
pacIpoCTpaHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnonip3yii coBpeMeHHbBIE ONepallMOHHbIE CUCTEMbBI, UMEIOIUe Cephe3HbIN YPOBEHD
3aIUTHI OT BPEJIOHOCHBIX IIPOTPaAMM;

2. [TocTogHHO ycraHaBauBai mavT (Hu@pPOBBIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKH
YCTaHABJIUBAIOTCA C IEJbI0 JOPaOOTKU IPOrpaMMBbI) W JIpyrue OOHOBJIEHHs CBOEU
omepanuoHHOM cucteMbl. CKaumBal UX TOJIPKO € OPUIIMAIBLHOTO caiiTa pa3paboTIHKa
OC. Ecnu cyiiecTByeT pesKUM aBTOMAaTUYECKOTO OOHOBJIEHN S, BKJIIOUU €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepe 1107 IpaBaMU I10JIb30BaTesIsd, a He a/IMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX MMPOrPaMM HHCTAJIMPOBATHCS HA TBOEM
MIEPCOHATTLHOM KOMITBIOTEDE;

4. Vlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE IIPOIYKThI U3BECTHBIX ITPOU3BOIUTEENH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UYECKUU I0CTYy K KOMIBIOTEPY /1J1 HOCTOPOHHUX JIUIL;

6. Mcnosp3yil BHellIHMEe HOcUuTeIu UHQPOpPMAIUY, Takue Kak (iemika, AucK win Qaiian
U3 UHTEPHETA, TOJIbKO U3 IPOBEPEHHBIX HCTOUYHUKOB;

7. He oTKpBIBail KOMIBIOTEpHBIE (hAMIBI, MOJyYeHHbIE U3 HEHAJe’KHbIX UCTOUHUKOB.
JTaxke Te aiiyipl, KOTOPbIE IPUC/IAT TBOM 3HAKOMBIH. JIydlile yTOUHU y HETO, OTIIPABJISLIT
JIV OH Tebe ux.

Certu WI-FI

Wi-Fi - 510 He Buj Ilepefaum JAaHHBIX, HE TEXHOJIOTHUA, a BCETO JIMIIHh OPEH/I, MapKa.
Eme B 1991 roay HujepiaHjickas KOMIIaHUA 3aperucrpupoBana bpena "WECA", urto
obosHauanmo cimoBocoueranue "Wireless Fidelity", xoropsiii mnepeBoguTcs Kak
"GecrpoBOIHAS TOYHOCTD .

Jlo Hamrero BpeMeHHU Jomia Apyras ab0peBuaTypa, KOTOpas SIBJISIETCA TaKOHM JKe
TexHosiorueii. Ato abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO JJaHO C HAMEKOM Ha



CTaH/ZIApT BbICIIEN 3ByKOBOU TexHuku Hi-Fi, uTo B mepeBojie o3HauaeT "BBICOKAs
"
TOYHOCTH .

Jla, OecITaTHBIN WHTEPHET-ZIOCTYI B Kade, OTeIAX U a3POIOPTax ABJISAETCS OTIUIHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTEpHeT. HO MHOTrWMe 3KCOepThl CUYWUTAKOT, YTO
obmenocrymabie Wi-Fi ceTu He sABIsAI0TCA 6€30IIaCHBIMH.

CoBeTbl 110 6€3011aCHOCTH PA0OTHI B 00IIEAOCTYIIHBIX ceTax Wi-fi:

1. He mepepaBaii cBowo JMUHYH HWHMoOpManuio depesd obmenoctymabie Wi-Fi ceTtu.
PaboTasi B HUX, KeJIaTeJIbHO He BBOJIUTH MAPOJIU JOCTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosp3yit 1 0OHOBJISAN aHTUBUPYCHBIE IIPOrpaMMbI B Opanamayep. Tem caMmbIM ThbI
obe3omnacuIb ce0s OT 3aKaUYKH BUPyca Ha TBOE YCTPOMCTBO;

3. IIpu ucnonp3oBanum Wi-Fi otkimoun ¢yaknuio "O6mwuit goctyn k daiiam u
npuHTepam". JlaHHas GYHKIUA 3aKphiTa 10 YMOJTYaHHIO, OJHAKO HEKOTOPHIE
MI0JIb30BATEIN aKTUBUPYIOT €€ /IJ1s y/I00CTBa MCIIOIb30BAaHUA B paboTe Win yuebe;

4. He ucnonp3yit mybsmmunsiii WI-FI 11 mepemaun JTUYHBIX JAHHBIX, HAIIPUMED JJIA
BBIX0/1a B COLIMAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO IIOUTY;

5. Ucnonb3yl Tospko 3amuineHHoe coeuHeHue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-azpeca BBojiu uMeHHO "https://";

6. B wmobunbHOM TenedoHe otkmoun ¢yaknuoo [logkaouenue k- Wi-Fi
aBTomaTtuuecku'. He Jiomyckail aBTOMaTHYECKOTO IMOAKIIOUEHUs YCTPOHUCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConunajibHBIE CETU

ConuasibHble CeTH aKTUBHO BXOJAT B HAIILy KU3Hb, MHOTHE JIIOJIU pabOTaOT U KUBYT
TaM IOCTOSHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIHAP/, YeI0BEK, UTO SABJISAETCS
OZTHOU CeIbMOM BceX JKHUTesiel IUIaHeThbl. MHOrve IOJb30BaTeJN He IIOHMMAIOT, YTO
nHdopmanus, pas3MmelleHHas WMH B COIIUAIBHBIX CETAX, MOXKET ObITh HalJleHa u
HCIIOJIb30BaHA KEM YTOHO, B TOM YHCJIE He 00513aTeTbHO ¢ 6JIarnMu HaMepeHUsIMH.

OcCHOBHBIE COBETHI 110 0€30IIaCHOCTH B COIINAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinai cBolo YacTHyIO Ku3Hb. He ykaspiBail maposu, TesnedoHbI, aapeca, AaTy
TBOEr0 POXKJEHUS U APYIyI0 JHUYHYI0 WHQOpMamuo. 3JIOyMBIIUIEHHUKA MOTYT
HCIIOJIH30BaTh Jlaske WHGOPMAIIUIO O TOM, KaK Thl M TBOM POAUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulio - IEPKHU ee B UHCTOTe U 3a7jaBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO THI 3arpykaemib? [logymai, mpexae 4eM
YTO-TO OIyOJIMKOBATh, HAIIMCATh U 3aTPY3UTD;

4. Eciu ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIb, HE UCIOJb3YH CBOE peayIbHOE
UMs U IPYTYIO JUUHYI0 HHPOpMaLU: UM, MECTO KUTEIbCTBA, MECTO yueObl U Ipoyee;

5. 1306erait pasmerenus pororpaduii B IHTEpHETE, I7ie Thl N300pakeH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPE/IEIUTh TBOE MECTOIOJIOKEHUE;



6. HpI/I perucrpanu B COHHaJIbHOfI CeTu HeO6XOI[I/IMO HCITIOJIB30BATh CJIOXKHbIE I1apOJIn,
COCTOAIIIKUE U3 6}7KB nu I.II/I(I)p 1 C KOJIMYECTBOM 3HAKOB HE MEHEe 8;

7. JIJ1 conuasibHON CETH, IMOYTHI M IPYTUX CANTOB HEOOXOIMMO HCIIOJIb30BaTh Pa3HbIE
maposin. Torga ecyiu Te6s B3JIOMAIOT, TO 3JI0YMBIIIIEHHUKH TOJIyYaT JIOCTYH TOJIBKO K
OJTHOMY MECTY, a HE BO BCe cpaay.

AJIEeKTPOHHBIE JE€HbI'U

OIeKTPOHHBIE JIEHBIU - 5TO OUYE€Hb YZAOOHBIN CIOCO0 IjlaTexkeid, OJHAKO CYIIECTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT HOJIYYUTH 3TH JEHBTH.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HETABHO U MMEHHO HM3-3a 3TOTO BO MHOTHUX
rocy/IapcTBax JI0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccun ke oHUM (YHKIMOHHPYIOT U O HHX YK€ IIPOIIMCAaHO B 3aKOHe, IJie UX
pas/iesII0T Ha HECKOJIPKO BU/IOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO
AHOHHUMHBIE - 9TO Te, B KOTOPBIX paspelnaercs IPOBOAUTH omepanuu 06e3
naeHTUUKAIIUYA TI0JIb30BaTeNsA, a B HEAHOHUMHBIX H/IeHTU(UKAIUS T0JIh30BaTe s
ABJIAETCS 00s13aTEeIbHOM.

Takske ciiezyeT pa3jandarh 2JIEKTPOHHBbIE (pUaTHBIE JeHbr (PaBHBI TOCY/IApPCTBEHHBIM
BJIIOTaM) U JIEKTPOHHBIE HedUATHBIE IeHbI'Y (HEe PAaBHBI TOCYAAPCTBEHHBIM BATIOTAM).

OCHOBHBI€E COBETHI 110 O€30MMacHOM paboTe ¢ JIEKTPOHHBIMU JIEHbraMu:

1. [IpuBs:ku K cueTy MOOWIBbHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHINA CIIOCOO
BOCCTAaHOBUTH JIOCTYIH K cueTy. [[puBsA3aHHBIN TesieOH TOMOKET, eCiu 3a0yellb CBOM
IUIATEXKHBIM TapOJIb WK 3ai/IelTb Ha CAaUT ¢ HE3HAKOMOTO YCTPOICTBA;

2. Mcnonp3y# ofiHOpa3oBble Maposu. Ilocsie mepexoza Ha YCUJIEHHYIO aBTOPU3AIUIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPAXKU WJIH ITepexXBaTa IJIATEKHOTO MapoJIs;

3. Beibepu cioxkHBIA maposib. IlpecTymHUKaM OyZeT He MPOCTO YraJaTh CJIOXKHBIHN
napoJsib. HajiexkHbple maposiv - 3TO Mapojy, KOTOPbIE COAEpKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IPOMUCHBIE OYKBBI, IUMPHI U HECKOJIHKO CHUMBOJIOB,
TaKue KakK 3HaK JjoJuiapa, GyHTa, BOCKIUIATETbHBIN 3HAK U T.1. Hampumep, $tRong!;;

4. He BBOAY cBOU JIMYHBIE TAaHHBIE HA CaliTaX, KOTOPHIM HE IOBEPSIEIIIb.
JJIeKTPOHHAasA MouTa

DJIEKTPOHHAS IOUTA - TO TEXHOJIOTHUS U MPEIOCTaBIIsIEMbIE €0 YCIIYTH 10 IMEPECHUTKE U
MOJIyYeHUIO0 3JIEKTPOHHBIX COOOIIEHUI, KOTOPhIE PacCHpeAessioTC B KOMIBIOTEPHOMN
cetu. OOBIUHO SJIEKTPOHHBIA TIIOUTOBBIM AWK BBIVIAAUT CJIEAYIONUM 00pa3oM:
HUMs_T0JIb30BaTeNA@UMsA_JIoMeHa. Tak:ke KpoMe Iepe/lauul IPOCTOTO TEKCTA, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (hailsbl.

OCHOBHBI€E COBETHI 110 O€30MMacHO paboTe ¢ 3JIEKTPOHHOUN MOYTOMH:

1. Hago BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJTHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEIIh U KTO
TIepBBIN B PEUTUHTE;

2. He ykaspIiBaii B JINUHOU mouTe JMYHYI0 HHGopManuio. Hanpuwmep, jiydiiie BIOPaTh
"My3bIKaJIbHBIN__(aHaT@" wiu "pok2013" BMecTo "Temals";



3. Mcronp3yl IByXaTAITHYI0 aBTOPU3AIINI0. DTO KOT/la IOMHMO IapoJisi HYy>KHO BBOJUTH
KO/I, TpuChLIaeMbli 110 SMS;

4. Bpibepu CJIOKHBIN TapoJib. JIJIs KaKOTO ITOYTOBOTO SIHKA JOJKEH OBITh CBOU
HaJIe>KHBINW, YyCTOMUYUBBIUA K B3JIOMY I1apOJib;

5. Eciii ecTh BOBMOKHOCTDh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnp3yil HECKOJBKO ITOYTOBBIX SIIUKOB. IlepBBIM 1 YAaCTHOM II€PENUCKU C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO JIEKTPOHHBIN aJipec He HAJ[0 MUCII0JIb30BaTh
IIpU perucTpanuy Ha GpopyMax u calrax;

7. He oTkpbIBail ¢ailibl U Jpyrue BJIOXKEHUS B MUCHbMAaX, Ja’ke eCId OHU IPUIIUIU OT
TBOUX Jipy3eH. JIydlle yTOUHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (haiibl;

8. Ilocsie okoHuaHus pabOTHI HAa IOUYTOBOM CEpBHICE Tepef] 3aKPBITUEM BKJIAJKU C
caiitoM He 3a0yZib HaOXKaTh HA "BeriiT".

Kuo6epOy/LTMHT WJIN BUPTYAJIbHOE U3/1€BAaTEIHCTBO

KubepOysutiHT - mpecijieJoBAaHHE COOOIIEHUSAMH, COZEPKAIIUMU OCKOpOIeHus,
arpecculo, 3alyrHBaHUe; XYJIUTAHCTBO; COIMAJIbHOe OOMKOTHpOBaHHE C IOMOIIBIO
Pa3IUYHBIX UHTEPHET-CEePBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KNOEPOYIIIIMHTOM

1. He Opocaiicss B 60M. JIydimui crmocob: IMOCOBETOBAThCS KaK ce0s BECTHU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCs, TO BHAYAJIE YCIIOKOUTHCS. ECIU ThI HAUHENIH OTBEYATD
OCKOPOJIEHUSIMH HAa OCKOPOJIEHM S, TO TOJIBKO ellle OOJIbIIe Pa30kIKeTb KOH(MIIUKT;

2. Yrpassai cBoeli kubeppelyraiueii;

3. AHOHHUMHOCTh B CE€TH MHHUMAas. CYH_IGCTBYIOT CITI0COOBI BbBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKaYHTOM;

4. He crouT BecTn XyMTraHCKUI 00pa3 BUPTyaIbHOH KU3HU. IHTepHET (pUKCUPYET BCe
TBOU JIEHCTBUS U COXPAHSAET UX. YTAIUTH UX OyZIeT KpaiiHe 3aTPyHUTETHHO;

5. CobJtr0/1al1 CBOIO BUPTYQIbHYIO UECTh CMOJIOAY;

6. VrHopupyél eguHUYHBIA HeratuB. OJHOpPa30Bble OCKOPOUTEJBHBIE COOOIIEHUS
JIydilie uiTHOPHUpoBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha HaYaJIbHOU CTa/INH;

7. BaH arpeccopa. B mporpaMmmax oOMeHa MI'HOBEHHBIMH COOOIIEHUSMH, B COITHATbHBIX
CETSX €CTh BO3MOXKHOCTh OJIOKUPOBKHU OTIIPABKH COODIIIEHUH C OIPe/IeJIEHHBIX aJIPECOB;

8. Ecim TBI cBuzerenp KubepOysutmHra. TBOWM JeHICTBUsA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IIOKa3aThb €My, UTO €ro JIeHCTBUS OLIEHUBAIOTCS HEraTUBHO,
MIO/IEPIKATH JKEPTBY, KOTOPOH HYKHA IICUXOJIOTHYECKAS IIOMOIIlb, COOOIIUTEH B3POCTIBIM
0 aKTe arpecCuBHOIO IOBEJIEHUA B CETH.

MoowibHbIN TeJ1edOoH

CoBpemeHnHble cMapT¢GOHBl M IUIAHIIETHI COZEpPKAT B cebe BIIOJIHE B3POCJIBIN
dyHKIIMOHA, ¥ Temeph OHU MOTYT KOHKYPHUPOBAaTh CO  CTAI[MOHAPHBIMU



KOMIIBIOTEPpAMM. OI[HaKO, CPEACTB 3alllUThI AJIA HOI[O6HI>IX YCTpOﬁCTB IIOKa O4Y€Hb MaJIo.
TeCTI/IpOBaHI/Ie U IIOUCK y5I3BI/IMOCTeﬁ B HUX IIPOUCXOAUT HE€ TaK MHTEHCHUBHO, KaK IJIA
HK, TO 7K€ caMOe€ KacaeTcss 1 MOOMIbHBIX HpHJIO}ICEHI/IfI.

COBpeMeHHbIe MOOUJIbHBIE 6pay3ep1;1 yVXKe IIPpaKTU4eCKH [JOrHa/ii HACTOJIbHbIE
AHaJIOTH, OJHAKO paCIIupEHUEe Q)YHKIII/IOHaIIa BJIEUET 3a cOOOH 6OJ'II)H.IYIO CJIOKHOCTDb N
MEHDbIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpPbIBAalOII€ KPUTHUYECKHE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJLA 6e30I1acHOCTH MOOHJILHOTO TeJ'Ie(l)OHaZ

Hwuuero He sBJIsIeTCs MO-HACTOAIIEMY OecriaTHBIM. By/ib ocTOpOXKeH, BeZlb Koryia Tebe
MpeAJIarajoT OecIIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
yCIIyTH;

Hdymaii, npexie ueMm orupaButb SMS, ¢oto uinu Buzeo. Tl TOYHO 3Haellb, I7je OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamMo 0OHOBJIATH OMEPAIIOHHYIO CUCTEMY TBOETO CMapTHOHA;
Vcnosp3yit aHTUBUPYCHBIE ITPOTPAMMBI 7151 MOOMJIBHBIX TeJIE(DOHOB;

He 3arpyxaifi IpuaoKeHHUsI OT HEU3BECTHOTO MCTOYHUKA, BEJIb OHH MOTYT COZIEPKATh
BpeZIOHOCHOE IIPOrpaMMHOe obeclieueHue;

[Tocsie Toro Kak Thl BBIMJENIb C CAlTa, /€ BBOAWII JIMYHYIO MHGOpPMAIUIO, 3aUIU B
HacTpo¥ku 6pay3epa u yziaim cookies;

[Tepuosnyecku mpoBepsiii, Kakue IJIaTHbIE yCJIYTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBOM HOMepP MOOHMIBHOTO Tesie)OHA TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAEITh U KOMY
Jl0Bepsellb;

Bluetooth gomkeH OBITH BHIK/IIOUEH, KOT/[Aa ThI MM He IT0JIb3yelnbes. He 3a0biBaii HHOT/AA
MIPOBEPATH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacouHble, 3aXBaThIBAIOIINE pa3BJIeUYeHUs,
00'beIMHAIONINE COTHH THICSTY YEJIOBEK 10 BceMy MUPY. VITPOKH HCCIIEAYIOT JaHHBIA UM
MHp, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHAIOT 3aJ]aHUs, CPA’KAIOTCA C MOHCTPaAaMH H
MOJIy4alOT OMBIT. 3a YZOBOJBCTBHUE OHU IUIATAT: IOKYHAIT JWCK, OIJIAYMBAIOT
ab0HEMEHT WU MIPUOOPEeTAI0T KaKUe-TO OMIIUU.

Bce oTtu cpezcrtBa uAyT Ha NOAJep)KaHME M pa3BUTHE UTPHI, a TaKKe Ha caMy
06e30MacHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI aBTOPHU3AIHH, BBIIIYCKAIOTCA HOBBIE MTATUYHN
(rmudpoBble 3a1IaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO]_IO6HBIX Urpax CTOUT OIlacaTbCA HE€ CTOJIBKO CBOHX COIIEPDHHKOB, CKOJIBKO KpaXXH
TBOETI0 I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OcHOBHBIE COBETHI IO OE30ITACHOCTH TBOETO HUI'POBOr'O aKKayHTa:



1. Ecytm pyroit urpok BezieT cebs1 II0X0 WJIU co3/AaeT TeOe HEMPUATHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Iloxasyiica afMUHHUCTPATOpaM WIPHI Ha IUIOXO€ IIOBEJAEHHE HTOTO WUTPOKA,
JKeJIaTeJIbHO MIPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBa B BU/le CKPUHOB;

3. He ykassiBaii inuHyio nHpoOpMaIuo B npodaiisie Urpsl;
4. YBaxkail Ipyrux y9acTHUKOB I10 UTPE;

5. He ycranaBiuBaii HeopuinaapHble IaTYU U MOJIbL;

6. crionp3yii cyI0KHBIE U Pa3HBIE I1APOJIY;

7. Jlaxke BO BpeMs WUrpHl HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

PUINHNHT WIH KpaixKa TUIYHDBIX TaHHbIX

OOBIYHOHN Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YAUBHIINb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTHUU 3JI0YMBIIIJIEHHUKH TEPEMECTHINCh B UHTEDHET, U
MPO0JIKAIOT 3aHUMAThCA "TIOOMMBIM " Z1€JIOM.

Tak mosiBUJIach HOBasi yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WU (QUIIIMHT, TJIaBHas 1€JTb
KOTOPOTO COCTOUT B IIOJIyYeHHU KOHQMUAEHIIMATbHBIX JAaHHBIX IOJb30BaTEIEH -
JIOTUHOB U napoJiei. Ha anriniickom si3bike phishing ynraercs kak ¢umwuHr (ot fishing
- ppIOHAs JI0BJIsA, password - mapoJIb).

OCHOBHBIE COBETHI 110 OOpPHOE C PUIITTHTOM

1. Cnegu 3a cBOMM akKKayHTOM. EcC/JM ThI IIOZ[03peBaelllb, UTO TBOSI aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIHUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOYKHO CKOpeE€;

2. Hcrmosp3yhh Oe3omacHble BeO-CalThl, B TOM UHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Mcnosnp3yii cokHble U pa3Hble napoyu. TakuMm obpazoM, ecyiu Tebs B3JIOMAIOT, TO
3JIOYMBINIJIEHHUKY TIOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(UIIIO B CETH, & HE KO
BCEM;

4. Ecytu Te0s1 B371IOMasu, TO HeOOXOAUMO IIPETyIIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
7100aBjIeHbI Y TeOS B JIPY3bsiX, O TOM, UTO TeDsI B3JIOMAJIM M, BO3MOKHO, OT TBOETO
UMeHU OyZleT pacchlIaThCs CIlaM M CChUTKHM Ha (DUIITUHTOBBIE CANTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIBHBIH TeTedOH;
6. OTKJIIOUU cOXpaHEeHUe MMapoJis B Opays3epe;

7. He oTkpbIBall ¢ailabl U Jpyrue BIOXKEHUS B MUCbMAaX, Ja)Ke eCIU OHU IPUIILIUA OT
TBOUX Jipy3el. JIyullle yTOUHU Y HUX, OTIPABJISIN JIU OHU Tebe 5TU (aiibl.

HudposBasa permyranusa

[{udpoBas pernyranus - 3TO HETATUBHAsI WIN MO3UTHUBHAs WHGOpPMAIUs B CETH O Tebe.
Kommpomerupytomas uHpoOpManus, pa3MellleHHas: B HHTEPHETE, MOXKET CePhE3HBIM



00pa3oM OTpa3UThCA Ha TBOEH peasbHOU Ku3HU. "lludpoBas pemyranusa’ - 3TO TBOU
UMUK, KOTOPBIH hopMupyertcs u3 nHGopMaIruu o Tebe B UHTEPHETE.

TBoe MecTo JKUTeJbCTBA, Y4eObl, TBOoe (HUHAHCOBOE IOJIOKEHHe, OCODEHHOCTU
XapakKTepa U paccKkasbl 0 OJIU3KHUX - BCe 3TO HAKAIUIUBAETCS B CETH.

MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIMKAI[UK JIHYHOW HHGOPMAIIUH B
VHTepHeTe, HE TOHUMAs BO3MOKHBIX ITOCJIE/ICTBUM. ThI Jla’ke He CMOIKEIIb JI0ralaThCs
o ToM, uTo dororpadusi, pazMellleHHas 5 JIeT Ha3ajl, cTajia IPUUYUHON OTKa3a MPUHSATH
Tebs1 Ha paboTy.

KomMmeHTapuu, pasmelneHrue TBoux ¢ororpaduili M Jpyrue JeHUCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl He 3HAEIIb, KTO COXPAHUJI 3TY
nHpoOpManuoo, Ioajga JU OHAa B IOWCKOBBIE CHCTEMBI W COXpPaHWIACh JIA OHA, a
[JIaBHOE: YTO MOAYMAIOT O Tebe OKpY’Kalolye JIIO/IN, KOTOpble HAUAYT U YBUAAT 3TO.
HatvitTi napOpManuo MHOTO JIET CIIyCTs CMOXKET JII000H - KaK U3 T0OPBIX MTOOYKIEHUH,
TaK U ¢ HAMEPEHUEM ITPUUNHUTD BPeJ. ITO MOKET OBITH KTO YTOTHO.

OcCHOBHBIE COBETHI IO 3alUTe MUMPOBOU pemyTaIuu:

1. [Tomymaii, mpekze ueM 4To-TO IIyOJIMKOBATh U IepefaBaTh y ceOsa B Osiore wid B
COILIAJILHOM CETH;

2. B HacTpoiikax IpousA yCTAHOBU OTPAHUYEHHS HA IPOCMOTP TBOETO MPOQUIIS U €T0
COJIEP>KUMOTO, c/IeJIail ero TOJbKO "I Apy3en’;

3. He pasmemnaii u He ykaspiBaii HHGOPMAIUIO, KOTOPasi MOKET KOT0-JT100 0CKOPOJISATh
WJIN OOUKATh.

ABTOpCKOE 1IPAaBO

CoBpeMeHHbIE IIKOJIBHUKHA - AKTUBHBIE IIOJIB30BATEIN IU(PPOBOTO ITPOCTPAHCTBA.
OJTHAaKO JTaJIEKO HE BCe 3HAIOT, UTO MMOJIb30BAHNE MHOTUMU BO3MOXKHOCTSIMH IIHU(PPOBOTO
Mupa TpedyeT coOII0eHNs TPAaB HA UHTEJUIEKTYJIbHYI0 COOCTBEHHOCTbD.

TepMuH "UHTeJUIEKTyayJibHAas COOCTBEHHOCTH' OTHOCUTCA K PA3JIUYHBIM TBOPEHUIM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX H300pETEHWI M 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh Ha TPOAYKTHI U YCJIyTH, W 3aKaHYMBasg KHUTaMU, (doTorpadusmu,
KUHODUIbMaMU U My3bIKaJIbHBIMU IIPOU3BEICHUSMU.

ABTOpCKUE IpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha MIPOU3BEJeHUA
HAyKH, JIUTEPATypPbl U UCKYCCTBAa. ABTOPCKHE IpaBa BHICTYNAIOT B KaueCcTBe rapaHTUH
TOTO, YTO UHTEJJIEKTYaIbHBINM/ TBOPUYECKHUH TPY/ aBTOpa He Oy/IeT HAalPACHBIM, JACT eMY
CIIpaBe/JIUBbIE BO3MOKHOCTU 3apaboTaTh HAa pe3ysIbTaTaX CBOErO TPYZAa, IOJIYIUThb
HU3BECTHOCTH U Ipu3HaHue. HukTo 6e3 paspeleHus aBTopa He MOKeT BOCIIPOU3BOIUTH
ero IpousBefieHNe, PpacIpOCTPaHATh, IyOJIUYHO JIeMOHCTPUPOBATh, IIPOJIaBaTh,
HMIIOPTUPOBATh, IyCKAaTh B IIPOKAT, IIyOJIMIHO UCIIOJHATH, ITIOKAa3bIBATh/UCIIOJIHATH B
a¢dupe win pazmemaTs B IHTEpHETE.

Hcnosb3oBaHue "MHUPATCKOTO" MIPOTPaMMHOIO obecrieueHUs1 MOKET NPHUBECTH K
MHOTHM PHCKaM: OT IOT€PHU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
yCTPOICTBa, I7le yCcTaHOBJIEHA HeslerasbHas nmporpamma. He crout Takke 3a0bIBaTh, YTO
CYIIIECTBYIOT JieTaJIbHbIe U OecIIaTHbIe IPOTPaMMbl, KOTOPble MOXKHO HAaWTU B CETH.

O moprane



CereBU4OK.p - TBOH TIJIaBHBIM COBETYUK B CeTU. 37ech Thl MOXKeIIb Y3HAaTb O
0e30I1aCHOCTH B CETU IOHATHBIM U JIOCTYIHBIM $3BIKOM, a IMPU BO3HUKHOBEHUH
KPUTUYECKON CUTyaluu OOpaTHThCA 3a COBETOM. A TakXKe IPUHATh YYacTHE B
KOHKYpCax U CTaTh CaMbIM ITU(MPOBBIM IpKJAaHUHOM !



